COS 



i n 

'■ 00 

! o 

! 00 

| G 

i to 



; no 

! H 

: o 



PTO/SB/05 (4/98) 

Approved for use through 09/30/2000. OMB 0651-0032 
Patent and Trademark Office- U.S. DEPARTMENT OF COMMERCE 
Reduction Act of 1995. no persons are required to respond to a coif ection of info rmation u nless it displays a valid OMB control number 

Attorney Docket No] f>{ / A 



Please type a plus sign {+) inside this box ~* | f | 
Un der the Paperwork 



+ 



UTILITY 
PATENT APPLICATION 
TRANSMITTAL 

{Only for new nonprovtsbnal applications under 37 C.F.R. § 1 -53(b)) 



First Inventor or Application Identifier P A GT £ , 3* 0 ST I fV> 



Title hl£TUCf{£ AlH> t>rVTS&fr$-€ ^yST€<A 



Express Mail Label No. 



2. 



APPLICATION ELEMENTS 

See MPEP chapter 600 concerning utility p atent appl ication contents. 



ADDRESS TO: 



Assistant Commissioner for Patents 
Box Patent Application 

Wri'ihinntnn nr. TflflH 



3. 



* Fee Transmittal Form (e.g., PTO/SB/17) 
(Submit an original and a duplicate for fee processing) 

Specification [Total Pages j Q 
(preferred arrangement set forth below) ' 

- Descriptive title of the Invention 

- Cross References to Related Applications 

- Statement Regarding Fed sponsored R&D 

- Reference to Microfiche Appendix 

- Background of the Invention 

- Brief Summary of the Invention 

- Brief Description of the Drawings {if Hied) 

- Detailed Description 

- Ciaim(s) 

- Abstract of the Disclosure 

Drawing(s) (35 U.S.C. 113) [Totat $heets \ | | ] 



5. | j Microfiche Computer Program (Appendix) 

6. Nucleotide and/or Ammo Acid Sequence Submission 
( if ap plicabl e, all necessary) 

a. j | Computer Readable Copy 

b. | | Paper Copy (identical to computer copy) 

c. | | Statement verifying identity of above copies 



4. Oath or Declaration [Total Pages | | 

a, Newly executed (original or copy) 

■ □ 



Copy from a prior application (37 C.F.R. § 1.63(d)) 
(for continuation/divisional with Box 16 completed) 



DELETION OF INVENTORY 

Signed statement attached deleting 
inventor(s) named in the prior application, 
see 37 C.F.FL§§ 1,63(d)(2) and 133(b). 



* NOTE FOR ITEMS 1 & 13 : IN ORDER 70 BE ENTITLED TO PAY SMALL ENTITY 
FEES, A SMALL ENTITY STATEMENT IS REQUIRED (37 C.F.R. § 1.27L EXCEPT 
IF ONE FILED IN A PRIOR APPLICATION IS RELIED UPON f37 C.F.R. S 



ACCOMPANYING APPLICATION PARTS 



10. 
11 
12. 



□ Copies of IDS 
Citations 



7. | | Assignment Papers (cover sheet & documents)) 

□ 37 C.F.R.§3.73(b) Statement! 1 Power of 
(when there is an assignee) I I Attorney 

9. | j English Translation Document (if applicable) 

□ Information Disclosure 
Statement (IDS)/PTO-1449 

. | | Preliminary Amendment 

Return Receipt Postcard (MPEP 503) 
(Should be specifically itemized) 

ho K7\ 1 Smal1 I 1 Statement filed in prior application, 

13 'l^S5SS»y ' Status still proper and desired 

j I Certified Copy of Priority Documents) 
" l ' (if foreign priority is claimed) 

|15. | | Other 



16. If a CONTINUING APPLICATION , check appropriate box, and supply the requisite information below and in a preliminary amendment 

| | Continuation [ | Divisional | | Continuation-in-part (C1F) of prior application No: I 

Prior application information: Examiner Group /Art Unit: 



For CONTINUATION or DIVISIONAL APPS only : The entire disclosure of the prior application, from which an oath or declaration Is supplied 
under Box 4b, Is considered a part of the disclosure of the accompanying continuation or divisional application and is hereby kicorpo rated by 
reference. The incorporation can only be relied upon when a portion has been inadvertently omitted from the submitted application parts. 



1 1 Customer Number or Bar Code Label : 



: or 1 1 Correspondence address below 



L XK!!S^3.f%SSS?]SffI Afe- 5?H^9SSS& 5S?21f2£5S!S- 



Name 



Address 



City 



Country 



T6STI N PA&e 



State 



| Telephone 



t 



Zip Code 

TO 



Fax 



a73 (0 



Name (Print/Type) 


^X"U S V j V\J PA G>E | RegistrB&on No. (Attorney/Agent) 


NJ / A 


Signature 







+ 



Burden Hour Statement: This form is estimated to take 0.2 hours to complete. Time will vary depending upon the needs of the individual case. Any 
comments on the amount of time you are required to complete this form should be sent to the Chief Information Officer, Patent and Trademark Office, 
Washington, DC 20231 . DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, 
Box Patent Application, Washington, DC 20231 . 



in© 

u 



so 
=© 
-\ 

-CM 



as 



'0 




In the United States Patent and Trademark Office 



Mailed: 2000, April 2*f 



o 



hBox Patent Application 
°Assistant Commissioner for Patents 




Washington, District of Columbia 20231 



u 



Sir or Madam: 



Please file the following enclosed application papers: 



Sole Applicant: 



Justin Page 
1-1404 River Court 
Jersey City, NJ 07310 



Title: 



NETWORK AND DATABASE SYSTEM FOR PERSONAL PRIVACY 
PROTECTION 



1 . Specification, Claims, and AbstractL Nr. Of Sheets: i O 

2. Declaration signed April 24, 2000 

3. Drawings, 1 Formal Sheet 

4. Small Entity Declaration of Inventor 

5. Check for $325.00 for filing fee 

6. Information Disclosure Statement 

7. Return Receipt Addressed to Applicant. 

8. Request under MPEP § 707,07(j): The undersigned, a pro se applicant, respectfolly 
requests that if the examiner finds patentable subject matter disclosed in this application, 
but feels that Applicant's claims are not entirely suitable, the Examiner draft one or more 
allowable claims for applicant. 

Very respectfully, 




Justin Page 



1-1404 River Court 
Jersey City, NJ 07310 



Express Mail Label: 



. <« 24 3Ak237mJS- > 



: Date of Deposit 2000, April 24 



PTO/SB/09 <12-97) 
Approved for use through 9/30/00. OMB 0651-0031 
Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Faperwaft Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid QMS control number. 



OTA TCIICkIT ^1 A IBfllkl/"* nil A 1 1 CMTITV OTATI 10 

STATEMENT CLAIMING SMALL ENTITY STATUS 
(37 CFR 1.9(f) & 1 .27(b))--INDEPENDENT INVENTOR 


Docket Number (Optional) 


Applicant, Patentee, or Identifier: 3U^T j ^4 P A G>£f 




Application or Patent No, ; N GT A^STC^Cl} 




Filed or Issued. 






As a below named inventor, I hereby state that I qualify as an independent inventor as defined in 37 CFR 1 .9(c) 
for purposes of paying reduced fees to the Patent and Trademark Office described in: 


the specification filed herewith with title as listed above. 




f~l the application identified above. 




|~] the patent identified above. 




I have not assigned, granted, conveyed, or licensed, and am under no obligation under contractor law to assign, 
grant, convey, or license, any rights in the invention to any person who would not qualify as an independent inventor 
under 37 CFR 1 .9(c) if that person had made the invention, or to any concern which would not qualify as a small 
business concern under 37 CFR 1.9(d) or a nonprofit organization under 37 CFR 1.9(e). 


Each person, concern, or organization to which I have assigned, granted, conveyed, or licensed or am under an 
obligation under contract or law to assign, grant, convey, or license any rights in the invention is listed below: 


[2> No such person, concern, or organization exists. 




| | Each such person, concern, or organization is listed below. 




Separate statements are required from each named person, concern, or organization having rights to the invention 
stating their status as small entities. (37 CFR 1 .27) 


I acknowledge the duty to file, in this application or patent, notification of any change in status resulting in toss of 
entitlement to small entity status prior to paying, or at the time of paying, the earliest of the issue fee or any 
maintenance fee due after the date on which status as a small entity is no longer appropriate. (37 CFR 1 .28(b)) 


NAME OF INVENTOR NAME OF INVENTOR 


NAME OF INVENTOR 


Signature of inventor^ Signature of inventor 


Signature of inventor 


Date ' Date 


Date 



Burden Hour Statement - This form is estimated to take 0.2 hours to complete. Time will vary depending upon the needs of the individual case. Any 
comments on the amount of time you are required to complete this form should be sent to the Chief Information Officer, Patent and Trademark Office, 
Washington, DC 20231. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, 
DC 20231. 



Patent Application of 
Justin Page 
For 

TITLE: NETWORK AND DATABASE SYSTEM FOR PERSONAL PRIVACY 

PROTECTION 

CROSS-REFERENCE TO RELATED APPLICATIONS 



Patent No. 


Inventor 


5,274,547 


Zoffel et al. 


5,323,315 


Highbloom 


5,696,965 


Dedrick 


5,742,775 


King 


5,752,242 


Havens 


5,809,478 


Greco et al. 


5,872,921 


Zahariev et al. 


5,878,403 


DeFrancesco et al 


5,943,666 


Kleewein et al. 


5,999,907 


Dormer 


6.023,694 


Kouchi et al. 


6,029,149 


Dykstra et al. 


Foreign Patent Number 


Country & Date 


97/14108 


World Organization,04/97 


10-257177 


Japan, 09/1998 



2 

BACKGROUND OF THE INVENTION 

FIELD OF INVENTION 

The invention (1,4,9) generally relates to the field of protection of personal data and 
digital information which is publicly available, and more specifically, to the field of culling 
electronic and/or digital information and data sources (7) which tend to disclose legally or 
illegally obtained personal information (while building a database thereof, and monitoring those 
for changes, additions and deletions, and new entries(5)) and upon the bona fide violation of 
privacy and at the user's behest, all legal automated means are taken to have the data removed on 
the individual's behalf. Failing success of the efforts described hereinbefore, the system has a 
document generation and professional referral component (4), which will expedite the processing 
of non-automated actions or proceedings. 

DESCRIPTION OF PRIOR ART 

The transition from an industrial to a computer-based society is rapidly taking place. In 
this process, the threat to individual privacy has become undeniable, and is well documented. 
Despite the increasing frequency of "identity theft," and of credit fraud and error, there is no 
practical and simple way for individuals to protect themselves - either proactively or, where an 
individual has already been victimized, reactively. 

Automated electronic business methods have been the subject of earlier patents. 
Highbloom discloses a system for periodic monitoring of collateralized property, to determine if 
individual items of property are being utilized to collateralize multiple loans with different 
lenders. The system reports to lenders when that occurs. The patent to Donner involves an audit 
system that searches intellectual property databases, makes comparisons and outputs a report. 
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The patent to Zoffel et al. involves a system for generating and transmitting credit reports. The 
patent to Dykstra et al involves a system which outputs credit reports via facsimile. Kouchi 
describes a generic system for periodic data retrieval from heterogeneous databases (its 
heterogeneity pertaining to technical infrastructure and design, but not content or ownership) 
with subsequent report generation. The rest of the above-listed patents were selected to further 
illustrate patents in the field of automated electronic methods of credit bureaus and other sources. 



SUMMARY 



Is is, therefore, the object of the present invention (1,4,9) to protect individual privacy by 
means of an electronic method which tracks, subscribes, persistently culls databases (which are 
stored in a database itself) and in the event of any new information found, notifies users 
electronically of any such information (or not, if they so choose), and alternatively allows them 
to respond to such information electronically. Failing success of said electronic methods, or 
where no electronic methods exist, the system generates prepared documents for investigative, 
administrative and/or legal follow-up (4). 
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BRIEF DESCRIPTION OF THE DRAWING 

Figure 1 is a detailed block diagram of the structure of the network and database system 
for personal privacy protection. 

COMPONENT DESCRIPTIONS 

1 . A computer program and business method, programmed in Java™ (or any 

open systems language) which constantly culls various privacy-related databases on behalf of its 
users, and dispatches new information to the user, will aid the user in the disputation of false 
information, will reactively alert the user's financial institutions after a theft or security breach, 
attempt to lessen the user's liability and/or burden by expedited automated methods (where 
available), and failing electronic resolution, the invention generate the appropriate documents 
and assign to attorney, private detective or credit specialist for further investigation. The system 



is dependent upon 

2. A secured Internet connection, including routers and hardware and 
software "firewalls" to prevent unauthorized access. 

3. Omitted 

4. Legal and Administrative Document Generation System 

5 . Database of Customer Information and Accounts 

6. Omitted 

7. A compilation of dynamic information providers and/or privacy offenders, 

8. The Internet or a Private or Semi-Private Network 

9. Manual and automated e-mail process to continue removal of personal 
information. 
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OBJECTS OF THE INVENTION 

1 • to provide an inclusive means for the protection and restoration of 

individual consumer privacy; 

2- to inform individuals automatically when potential or actual risk or 

theft exists, and offer to provide further services, if the user so desire and/or requires. 

3 . to build and maintain a persistently updated database of publicly 
accessible databases and information, including but not limited to Internet web pages, 
Internet "newsgroups", the Internet 'WHOIS' database (a database of all Internet domain 
name registrations), publicly and semi-publicly available information (including government 
databases), credit bureau databases and law enforcement systems; 

4. to create electronic referrals to attorneys, private detectives, security 
specialists and law enforcement agencies when required; 

5. to generate documents relative to the aforesaid referrals in order to 
expedite the processing of any such action or complaint in the event of an adverse event; 

6. to provide constant electronic notice to users of said system and 
processes of any new information circulating within the aforesaid databases; 

7. to reduce the burden on those who have been victimized by identity 
theft, credit card fraud, Internet domain name theft or other privacy-related offenses; 

8. to expedite recuperative or restorative procedures by electronic means 
or by automatically generating documents based upon the data collected in from the user. 
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PREFERED EMBODIMENT OF THE INVENTION 

The current invention uses distributed and open-system architecture to create easy 
extensibility. Sources of data are as varied as the methods that could be employed to access 
them. It is implemented as a platform-portable, language-independent distributed object 
framework. For example, the present invention could easily act as a back-end resource to 
existing online providers. The distributed approach allows the system to be accessible 
through a number of interfaces, for example web browsers, web devices, traditional and 
interactive television, personal data assistants or on diverse operating systems, such as Sun 
Solaris™ or Microsoft Windows NT™. 

Referring to Figure 1, a diagrammatic representation of access to the Invention's network 
is shown. Preferably, users access the invention via the Internet, its successors or 
replacements. The invention shall be accessible to any site with TCP/IP name resolution 
(although full usage may require further usage of industry digital encryption standards.) The 
invention is designed with the expansibility of the Internet's infrastructure in mind. 

As shown in figure 1, electronic transmissions destined for the invention are routed (1) to 
a web server (with associated database and "middleware") subsystems) for processing (5). 
Security is obviously a significant issue for privacy protection systems. Therefore, at the 
demarcation zone (2) a state-of-the-art hardware and software sub-system to provide 
unauthorized access, denial of service attacks or other service interruptions. 

Data requests could be serviced in a number of ways. For example, data may be accessed 
using an Oracle Database running on Sun Solaris or on a Microsoft Windows NT Server 
running on Windows NT. 
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Although the present invention can be based upon the Internet Protocol (IP), clients are 
completely isolated from back-end sourcing concerns and do not need to know the IP 
addresses of object servers. Using this approach, servers may be added simply by connection 
to the Internet. Consequently, clients are not affected by database, network, operating 
system, installing system and server software or architectural change. The distributed nature 
of the system means that it is composed of relatively simple applications that implement a 
single interface or a small group of interfaces. 

The Object Request Broker (ORB) is an "information bus" that connects users to the 
objects they need to be automatically notified of new information about them, and what (if 
any) action should be taken. 

The present invention uses the latest possible Internet Protocol security devices and 
digital signatures. This is to ensure system security and the security of the user data. 

ABSTRACT 

The invention relates generally to the field of protection of personal data and digital 
information which is publicly available on the Internet or via other means, and more specifically, 
to the field of persistent culling of electronic and/or digital information and data sources which 
tend to disclose legally or illegally obtained personal information (while building a database 
thereof, and monitoring those for changes, additions and deletions, and new entries) and upon a 
confirmed alleged violation of privacy at the user's behest, all legal automated means are taken 
to have the data removed on the individual's behalf. Failing success of the efforts described 
hereinbefore, the system has a document generation and professional referral component (4), 
which will expedite the processing of non-automated actions or proceedings. 




CLAIMS 

What is claimed is; 

1/ A computer related method comprising (1, 4, 9) an inclusive means for 

y 

the protection and restoration of individual consumer privacy by; - 

y 

y t 

^/ As regards personal privacy, an "Agent" (also known as a "spider", 

"Robdt" or "Bot"), that is, a computer program that persistently, "does your bidding for you." 
By searching multiple databases where privacy is commonly overlooked, (n.b. No claim is 
made to the "Agent" model perse, but rather its use to protect personal privacy and defend 
personal privacy) 

A method and process for culling electronic and/or digital information 
and data sources (7) which tend to disclose legally or illegally obtained personal information 
as to users of the invention; 

4. Persistently builds a database (2) of the data sources described in claim 

2, and monitoring those for changes, additions and deletions, and new entries; 

f. to regularly inform individuals automatically when potential or actual 

/ 

risk or theft exists, and provide further services, if the user so desire and/or requires. 

j£. to create a business process for electronic referrals (4) to attorneys, 

/ 

private detectives, credit bureaus, banks, creditors and/or debtors of the user, security 
specialists and law enforcement agencies when required; 

to inform the user, when possible, of the requester of any personal 

information; 
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8. to act, upon such referrals as in Claim 4, to automatically generate 

necessary documents such as may be required for administrative, legal or other proceedings, 
thereby reducing the time to file such actions; 

9 v . to offer each and every of the preceding privacy-related claims via the 

public internet or interchangeably, via private networks. 
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